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“The rules for conducting business today have changed.” That sen-
tence isn’t news anymore, but it seems to be the magic phrase in
every advertisement that touts the “ebusiness” revolution. Your own
company has probably had a Web site for quite awhile, and every-
one in your office probably conducts some sort of business through
email or the Web. So what’s new about this statement?

Before the corporate marketers tacked on “e” to everything under
the sun, marketing efforts were akin to breaking out the rifle and
pith helmet to go on the hunt for customers. It required a tremen-
dous effort to cultivate a prospect list, dispatch literature, track
responses, and measure a campaign’s effectiveness. But now thanks
to the almighty search engine, the tide has turned and customers are
now hunting for you.

When customers find you, they will likely know more about your
company than many of the people in your company do, and they’ve
already scouted out your competitors. If they decide to do business
with you, they will likely provide you with something even more
valuable than their initial order: name, address, phone, email address,
credit card number, and so on. Maybe they’ve provided the other
jewels of the personal information crown like their favorite color,
which type of carbonated beverage they prefer, or their pet snake’s
birth date. So how have the rules for business changed? Your cus-
tomers now know the value of this crown, and they won’t give it to
just anyone.

As a Web manager, part of my job is to ensure that visitors to
my site are comfortable with the security measures in place. I also

ix
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need to fortify the reputation of my organization by offering assur-
ances that these visitors’ personal information will not be misused.
Even more importantly, the organization needs to religiously adhere
to its own policies and educate its employees in the proper meth-
ods of securely handling personal information.

Most Web surfers are familiar with the lock that appears at the
bottom of their browsers when performing a transaction. The lock
shows that data sent to a Web site are being hidden from eaves-
droppers. But what happens to those data once they have reached
their destination? Misuse of a customer’s personal information can
be just as damaging to an organization’s livelihood as an outside
security breach. Security holes can be repaired quickly, but trust
takes time to earn.

Regular reports of malicious hackers breaking into commerce
Web sites have raised sensitivity to the risks involved in the adop-
tion of ecommerce. Today’s netizens are not only more aware of
security issues, but they will want to establish a level of trust with
whomever their information is shared. As the ease of identity theft
and other information crimes increases, protecting our sensitive per-
sonal information becomes more vital. We need to know who has
access to our information and how these data are being used.

Information security companies such as RSA have developed
extremely effective ways of scrambling transmissions, encrypting and
securely storing sensitive data, and adding safeguards to ensure that
only those who are supposed to have access can view these data.
But even the most bulletproof security measures can be rendered
useless without solid policies behind them and proper implementa-
tions of those policies in place.

Whether you’re on the server side or the browser side of the Web,
you’re off to a great start in expanding your knowledge of personal
trust relationships with the online world . . . you’re reading this book.
Net Privacy: A Guide to Developing and Implementing an Ironclad 
Ebusiness Privacy Plan will greatly assist your organization in devel-
oping a privacy and security strategy. It provides a view of privacy
issues from all sides and includes real-world situations involving pri-
vacy mistakes. It outlines legal issues and government regulations that
effect policy decisions and provides checklists for implementing secu-
rity procedures for most any organizational data-sharing situation.

If you’re someone just concerned about online privacy, this book
will provide a better understanding of how private information is

x foreword
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handled and how those data can be abused. It will give insight on
what questions to ask when starting a trust relationship with any
organization.

Jason Thompson
Webmaster
RSA Security, Inc.

webmaster@rsasecurity.com
http://www.rsasecurity.com/
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Governments and businesses face three major challenges in deal-
ing with the privacy of personal and corporate information—
philosophical, legal, and procedural. The philosophical debate about
what type of information is and should be private has raged on since
the beginning of the industrial revolution and shows no signs of end-
ing anytime soon. Since the growth of Internet communications and
ecommerce, the legal definition and laws for the protection of pri-
vacy have become a tangled mess of international politics, corporate
interests, rhetorical advocacy, and economic posturing. These pro-
cesses will also continue and are likely to become increasingly messy
over the next two decades. This book was written to address the
procedural side of privacy protection and to provide organizations
with a framework and process to develop, maintain, and implement
appropriate policies and procedures to protect privacy.

Philosophical debates, especially when they are focused on some-
thing as sensitive as the privacy of individuals and the liberty that
inherently emerges from the protection of that privacy, are stimu-
lating and thought provoking. The process of enacting laws to pro-
tect privacy and the need for international cooperation in the mil-
lennium of the global Internet communications, economics, and
ecommerce are challenges that are straining provincial mentalities
and protectionist tendencies. This is the social and political envi-
ronment in which organizations must struggle to develop policies
and procedures to protect privacy while simultaneously attempting
to maximize the use of enterprise information assets. The problems
caused by the turmoil in the political and legislative environments

xiii
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are compounded by rapidly evolving Internet technologies. Add to
this mix a lack of human experience in coping with rapid change
and dealing with the cross-culturalization of philosophies and laws
and you have a perfect recipe for chaos.

This book provides managers with step-by-step guidance for
developing enterprise privacy policies and procedures. These struc-
tured processes and steps can keep a privacy task force from getting
lost in rhetoric and overwhelmed by the chaos being created by
macro political and economics forces. The basic foundation of the
privacy management process is governance. As privacy policies are
being formulated, governance allows the voicing of all of the per-
spectives necessary for organizations to successfully accomplish their
missions and goals to be heard. A governance approach is necessary
because enterprise privacy policies must be balanced to simultane-
ously meet legal requirements while maximizing the value of infor-
mation assets. A motivated privacy task force and rational leadership
are key to successful privacy management. Also the entire enterprise
must be involved in the development and implementation of pri-
vacy policies and procedures. In addition to providing a governance
framework, this book explains the practical procedural steps of estab-
lishing a privacy task force, evaluating privacy needs, formulating pri-
vacy policies, devising specific procedures to protect privacy, imple-
menting and testing procedures, and monitoring and modifying
privacy protection in the future.

All organizations will face privacy management issues, and, as
laws evolve, all organizations could face civil or even criminal liti-
gation for failing to properly protect privacy. Those organizations
that have worked to develop privacy policies and procedures must
remain vigilant to avoid negative consequences as laws, business rela-
tionships, and social conditions change.Those organizations that have
not yet established privacy policies and procedures need to start
doing so immediately.

Michael Erbschloe and John Vacca
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The philosophical focus of this book’s privacy management per-
spective is geared toward the improvement of the business bottom
line for private companies and improvement of costs control and
resource optimization for nonprofit and government organizations.
The book contends that all types of organizations need to develop
privacy policies that maximize the benefit of reusing information in
as many ways as possible, while minimizing the risks associated with
potential privacy violations. Although this balance is essential in an
information-intensive world, clearly, organizations will not easily
achieve the balance between privacy and the optimization of
resources.

The Internet has contributed to the awareness of privacy issues
in four ways. First, the Internet has resulted in a huge increase in
the number of people using computers to seek information and
make purchases. Second, several privacy-related incidents have
resulted in considerable and less than favorable press coverage for
enterprises that have suffered from privacy problems. Notably, in
late 1999 and early 2000, Web technology that tracks how people
use the Internet came under fire. Third, many organizations had
their first experiences in dealing with large-scale privacy issues.They
range from small, new Web-based companies to large enterprises
that started using the Internet for marketing, sales, or information
dissemination. Fourth, the global cross-border nature of the Inter-
net presented totally new challenges to governments and enterprises.
The combination of these trends set the stage for potential privacy
conflicts.

xv
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